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DESCRIPTION 

MOBILE DEVICE CONTROLLING METHOD, IC CARD 
UNAUTHORIZED USE PREVENTING METHOD, PROGRAM FOR 
5 CHANGING SETTINGS OF MOBILE DEVICE, AND PROGRAM FOR 
PREVENTING IC CARD FROM UNAUTHORIZED USE 

Technical Fxeld 

The present: Inven-bion rela'bes -to a mobile 
10 device cont:r oiling me-thod, an IC card unau'thorlzed 
use preventing method, a program for changing 
settings of a mobile device, and a program for 
preventing an IC card from unauthorized use. 

15 Background Art 

Use of a mobile phone Is changing from a 
state In that the mobile phone was conventionally 
mainly used for conversation, to a state In that the 
mobile phone Is additionally used to utilize the 

20 Internet. Accompanied with this change, the mobile 
phone has been used more frequently to make a 
payment such as a browsing fee for use of charged 
contents, an Internet shopping payment, or a like 
other than a telephone bill. Generally, the mobile 

25 phone Is used as a payment method for a charge or a 
cost, a settlement method such as a transfer or an 
automatic transfer. Other than these settlement 
method, a settlement method using an IC (Integrated 
Circuit) card Is practically used. 

30 Moreover, needs of the mobile phone are 

also diversified. In order to correspond to the 
diversified needs, the mobile phone that conducts 
coxnmunlcatlon and settlement Is spreading. In which 
a main part of the mobile phone Is mounted with a 

35 SIM (Subscriber Identity Module) card or the IC card 
for settlement. 

A SIM card Is used as the IC card for 



communica-klon and is used by insert:lng int:o a mobile 
device ("the mobile phone, a mobile "bermlnal, or a 
like) . Information (subscriber ID or a like) of a 
user of -the mobile device and Information of speed 
5 dials and a telephone book are stored. Since the 
subscriber ID Is written in the SIM card, 
communication can be conducted from any mobile 
device by inserting the SIM card if the mobile 
device supports the SIM card. 

10 The subscriber ID is a number to the SIM 

card in that number is given by a mobile 
communication entrepreneur when a user applies for 
service provided from the mobile communication 
entrepreneur and is registered. This subscriber ID 

15 is stored' in the SIM card, and is automatically 

transmitted when the communication is conducted via 
the SIM card. 

The IC card for settlement is an IC card 
that is used by inserting into the mobile phone. A 

2 0 credit number is stored in this IC card. 

Alternatively, an IC card storing cybermoney may be 
used. 

This mobile phone has advantages in that 
the entire mobile phone is not necessary to be 

25 replaced with another mobile phone but only a main 
part of the mobile phone is replaced with that of 
another mobile phone when the user buys another 
mobile phone to replace, and then the same SIM card 
can be continuously used. In addition, even if he 

30 mobile phone possessed by the user is not available 
to use due to a problem such as being out of order 
or out of battery supply, it is possible for the 
user to communicate by inserting the SIM card into 
another mobile phone . 

35 Moreover, since the IC card for settlement 

is embodied in the mobile phone, various payments 
can be conducted by using the mobile phone. 
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Fur-bhermore, If 'bhe IC card siiores t:he cybermoney, 
an Immedia'be se'b'blemen'b can be realized din a case of 
making a payment: for -bhe browsing fee for use of 
charged con-tents and for Internet shopping. 
5 Problems occur in a case of loss or a 

theft of the mobile phone mounting the above- 
described SIM card and IC card for settlement. That: 
is, when a third person communicates by using the 
mobile phone, an original owner who is used to 
10 possess -the mobile phone is charged for this 

communication fee. Similarly, the third person used 
the mobile phone and made a payment, the nominee of 
the IC card for settlement is charged for this 
payment . 

15 In order to manage problems described 

above, the original owner of the mobile phone is 
required to make communication with a telephone 
number registered in the SIM card impossible, so as 
for the SIM card that is lost or stolen not to be 

2 0 used. That is, the original owner reports the 

telephone number registered to the SIM card to the 
mobile phone entrepreneur. By this report, a 
setting of a switching device is changed, so that it 
becomes impossible to communicate by using the SIM 

2 5 card. 

Even if it is impossible to communicate by 
using the SIM card of the mobile phone that is lost 
or stolen, it is still possible to communicate by 
inserting another SIM card possessed by the third 

3 0 person to the mobile phone that is lost or stolen. 

In this case, since the third person who made 
communication is charged, there is not problem with 
respect to this charge. 

Moreover, in order not to limit use of the 
3 5 IC card of the mobile telephone that is lost or 

stolen, a setting of the mobile telephone should be 
changed. However, conventionally in a case in which 
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the SIM card possessed by i:he third person ±s 
inserted into the mobile phone that is lost or 
stolen and a payment is made by using the IC card 
inserted into the mobile phone that is lost or 
5 stolen, since the mobile phone that is lost or 
stolen cannot be specified, it is impossible to 
chanige a setting of the mobile phone (including the 
IC card for settlement and the SIM .card) . 

Considering the above -problems , an object 
10 of the present invention is to simplify a setting 
change of the mobile phone . 

Disclosure of Invention 

It is a general object of the present 

15 invention is to simplify a setting change of the 
mobile phone. 

In order to achieve this object, the 
present invention applies parts including that the 
following characteristics . 

2 0 The present invention as claimed in claim 

1 includes a receiving step (for example, STl in 
FIG. 3) receiving an application for a setting change 
of the mobile device; an e-mail address specifying 
step (for example ST4 in FIG. 3) specifying an e-mail 

2 5 address of the mobile device that conducts the 

setting change; and an e-mail creating step (for 
example, ST5 in FIG. 3) creating a setting change e- 
mail , wherein the setting change e-mail created in 
the e-mail creating step is sent to the e-mail 

3 0 address specified in the e-mail address specifying 

step (for example, ST6 in FIG. 3), and the setting 
change of the mobile device is conducted, in a 
mobile device controlling method in a mobile device 
setting change center (for excuaple, a mobile device 
35 setting change center 75 in FIG. 7) that changes a 
setting of a mobile device (for example, a mobile 
phone, a PHS (Personal Handy-phone System), a mobile 
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terminal, or a like) . 

According "to 1:he present Invention as 
claimed In claim 1, the mobile device setting change 
center receives an application for the setting 
5 change of the mobile device, and then the setting 

change of the mobile device is conducted. Therefore, 
it is possible to simplify the setting change of the 
mobile phone . 

The present Invention as claimed in claim 

10 2 Is characterized in that when an application 
management number, which is set by an IC card 
management center (for example, an IC card 
management center 71 in FI6.1) that manages IC card 
information in the mobile device setting change 

15 center, is registered in a memory (for example, an 
IC card 33 for settlement in FIG.l) of a main part 
of the mobile device, the e-mail address specifying 
step specifies the e-mail address based on the 
application management number, in the mobile device 

2 0 controlling method as claimed in claim 1. 

According to the present invention as 
claimed in claim 2 , by specifying the e-mail address 
based on the application management number, even if 
the SIM card of a third person is inserted into the 

2 5 mobile phone that is lost or stolen and a payment is 

made by using the IC card being inserted into the 
mobile phone that is lost or stolen, it is possible 
to specify the mobile phone that is lost or stolen 
and it is possible to change the setting of the 

3 0 mobile phone that is lost or stolen to prevent the 

mobile phone from being illegally used. 

The present invention as claimed in claim 
3 Includes a receiving step receiving a subscriber 
ID of the mobile device that conducts a setting 
3 5 change from an IC management center managing IC card 
information; a specifying step specifying a number 
(for example, a mobile telephone number, an e-mail 
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address) for communica-blon of the mobile device t:ha-k 
conducts the setting change of the mobile device, 
from the subscriber ID; and a setting change step 
conducting the setting change of the mobile device 
5 according to the number (for example, the mobile 
telephone number, the e-mail address) for 
communication specified in the specifying step, in a 
setting change method for the mobile device in a 
mobile communication entrepreneur. 

10 According to the present invention as 

claimed in claim 3 , the mobile communication 
entrepreneur can specify the number for 
communication of the mobile device that changes the 
setting of the mobile device, and can make the 

15 mobile device changed the setting thereof. 

The present invention as claimed in claim 
4 includes a step receiving e-mail sent from a 
mobile communication entrepreneur; a step 
determining whether or not a setting change 

2 0 identification for changing a setting of the mobile 

device exists in received e-mail; a step 
automatically opening the e-mail when the setting 
change identification exists; and a step changing at 
least one of settings of a main part of the mobile 
25 device, an IC card for communication (for example, 
the SIM card) , and an IC card for settlement (for 
example, the IC card 33 for settlement in FIG.l) in 
accordance with an instruction in the e-mail, in a 
setting change method in the mobile device . 

3 0 According to the present invention as 

claimed in claim, when the setting change 
identification for changing the setting of the 
mobile device exists in a received e-mail, the e- 
mail is automatically opened and the setting of the 
35 main part of the mobile device, the IC card for 

communication, or the IC card for settlement can be 
automatically changed by changing at least one of 
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t:he se't'bings of "the main part: of the mobile devxce, 
1:he IC card for communication, or the IC card for 
settlement. In the mobile device. 

The present Invention as claimed In claim 
5 5 Includes a notice receiving step receiving a 

notice of a customer ID of an IC card from a person 
from whom an IC card for settlement mounted to the 
mobile device Is lost or stolen; a step giving an 
Identification for stopping use of the IC card to an 

10 application management number of a database, which 

stores the application management number that Is set 
for each mobile device by the IC card management 
center so as to be a number corresponding to the 
customer ID; and a step Informing an subscriber ID 

15 to a mobile communication entrepreneur In order to 

warn and change a setting for the mobile device when 
the IC card for settlement is used by using the 
mobile device for which the identification is set to 
the application management number, in an IC card 

2 0 unauthorized use preventing method In the IC card 
management center that manages the IC card 
Inf oirmatiori . 

The present invention as claimed in claim 
6 Includes a receiving step receiving a subscriber 

2 5 ID of a mobile device that illegally uses an IC card, 

from an IC card management center that manages IC 
card information; a step specifying a communication 
number of the mobile device that Illegally uses the 
IC card, based on the subscriber ID; and a warning 

3 0 and changing step warning and changing a setting 

with respect to the specified mobile device, in an 
IC card unauthorized use preventing method in the 
mobile communication entrepreneur. 

The present invention as claimed in claim 
35 7 Includes a receiving step receiving a subscriber 

ID of. a mobile device that Illegally uses an IC card, 
from an IC card management center that manages IC 
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card information; an e-mail address specifying step 
specifying an e-mail address of the mobile device 
that illegally uses the IC card, based on the 
subscriber ID; and an e-mail creating step creating 
5 a setting change e-mail for changing a setting of 

the mobile device, wherein the setting change e-mail 
created in the e-mail creating step is sent to the 
e-mail address specified in the e-mail address 
specifying step, and the setting change of the 

10 mobile device is conducted, in an IC card 
unauthorized use preventing method. 

The present invention as claimed in claims 
5 through 7 is an invention in that the mobile 
device controlling method as claimed in claims 1 

15 through 4 is applied to the IC card unauthorized use 
preventing method . 

The present invention as claimed in claim 

8 is a prograia for causing a computer implemented in 
a mobile device to change a setting of the mobile 

2 0 device, the program including: a step receiving e- 

mail sent from a mobile communication entrepreneur; ^ 
a step determining whether or not a setting change 
identification for changing a setting of the mobile 
device exists in received e-mail; a step 

2 5 automatically opening the e-mail when the setting 

change identification exists; and a step changing at 
least one of settings of a main part of the mobile 
device, an IC card for communication^ and an IC card 
for settlement in accordance with an instruction in 

3 0 the e-mail. 

The program as claimed in claim 8 is a 
prograun mounted in the mobile device in the mobile 
device controlling method as claimed in claims 1 
through 4 , 

35 The present invention as claimed in claim 

9 is a program for causing a computer to prevent an 
IC card from unauthorized use, the computer in an IC 
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card managemen-b cenlier -that manages IC card 
Inf orma'blon , and includes a notice receiving step 
receiving a notice of a customer ID of a customer 
from who a mobile device mounting the IC card for 
5 settlement is lost or stolen; a step giving an 

identification for stopping use of the IC card to an 
application management number of a database, which 
stores the application management nuiober that is set 
for each mobile device by the IC card management 

10 center so as to be a number corresponding to the 

customer ID; and a step informing an subscriber ID 
to a mobile communication entrepreneur in order to 
warn and change a setting for the mobile device when 
the IC card for settlement is used by using the 

15 mobile device for which the identification is set to 
the application management number. 

The program as claimed in claim 9 is a 
program mounted in the IC card management center in 
the mobile device controlling method as claimed in 

2 0 claims 1 through 4. 

Brief Description of Drawings 

Other objects, features and advantages of 
the present invention will become more apparent from 

2 5 the following detailed description when read in 

conjunction with the accompanying drawings. 

FIG.l is a diagram showing an example of a 
configuration of a mobile phone in that the present 
invention is implemented. 

3 0 FIG. 2 is a diagram showing correspondences 

between a mobile device and numbers set to the 
mobile device. 

FIG. 3 is a diagram for explaining a 
procedure for changing settings of a SIM card, an IC 
35 card for settlement, and a main part of the mobile 
phone . 

FIG. 4 is a diagram showing a process flow 
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in a case in that the mobile phone mounting the IC 
card for settlement is lost or stolen and a third 
person makes a payment by using the IC card for 
settlement mounted to the mobile phone . 
5 FIG. 5 is a diagram for explaining an 

example of a configuration of an IC card management 
center. 

FIG.6A through FIG.6D are diagrams for 
explaining examples of data structures for 
10 information stored in a database. 

FIG. 7 is a diagram for explaining an 
exeuaple of a mobile device setting change center. 

Best Mode for Carrying Out the Invention 
15 In the following, an embodiment of the 

present invention will be described with reference - 

to drawings . 

FIG.l is a diagram showing an example of a 

configuration of a mobile phone in that the present 
2 0 invention is implemented. 

The mobile phone in FIG.l includes a 

sending/receiving part 11, a signal processing part 

13, a voice signal interface part 15, an 

input/output interface part 17, an IC card interface 

2 5 part 19, a controlling part 21, a storing part 23, a 

microphone 25, a speaker 27, an input unit 29, an 
oOutput unit 31, an IC card 33 for settlement, and a 
SIM card 35. The sending/receiving part 11 sends 
and receives a signal of data or voice in the mobile 

3 0 phone, and includes a radio part and a baseband part. 

The signal processing part 13 processes a 
predetermined signal under control of the signal of 
data or voice by the controlling part 21. The voice 
signal interface part 15 outputs a voice signal from 
3 5 the speaker 2 7 and inputs a voice signal from the 
microphone 25. The input/output interface part 17 
serves as an interface for input and output data. 
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The IC card interface part 19 includes an IC card 
driver, and serves as an interface with the SIM card 
35 and the IC card 33 for settlement. The 
controlling part 21 controls the sending/receiving 
5 part 11, the signal processing part 13, the voice 

signal interface part 15, the input/output interface 
part 17, the IC card interface part 19, and the 
storing part 23, and operates the mobile phone as a 
mobile phone including a predetermined function. 

10 The storing part 23 stores software for realizing a 
function of the IC card 33, software for utilizing 
the SIM card 35 and the IC card 33 for settlement, 
and software for changing settings of the IC card 33 
for settlement and the SIM card 35 . The input unit 

15 29 inputs a signal to the controlling part 21. The 
output unit 31 is a display unit and displays a 
result processed by the signal processing part 13. 
For example, the IC card 33 for settlement is a 
credit card including an IC and is an IC card for 

2 0 settlement to be used by inserting into a mobile 
device. This IC card 33 for settlement can be 
supported for a specified credit company or for a 
plurality of credit companies. Alternatively, this 
IC card 33 for settlement can be an IC card such as 

2 5 a prepaid card storing cybermoney. Furthermore, 

this IC card 33 for settlement can be an IC card 
supporting other service. As described above, the 
SIM card 35 is an IC card that is used by inserting 
into the mobile device, and stores information 

3 0 (subscriber ID and a like) concerning a user of the 

mobile device and information of speed dials and a 
telephone book are stored. 

FIG. 2 is a diagram showing correspondences 
between the mobile device and numbers set to the 
35 mobile device. An application management number is 
set to the IC card 33 for settlement. The 
application management number is a unique number 
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defined for each application version of an IC card 
for each IC card when 'bhe IC card issued. For 
example, in a case of utilizing a plurality of IC 
cards , as for use of the IC card of an A credit 
5 company, a unique number is defined as the 

application management number with respect to a 
credit number of the user and the application 
version for the A credit company of the IC card. 
Similarly, as for use of the IC card of a B credit 

10 company, another unique number is defined as the 
application management n\imber with respect to a 
credit number of the user and the application 
version for the B credit company of the IC card. 

As described above, the application 

15 management number is given for each application 

version for each user for each credit company which 
service is utilized. 

Moreover, the IC card 33 for settlement 
stores the credit nuiaber. If the IC card 33 for 

2 0 settlement is a multi-function IC card and one 
function provides service in that credits of a 
plurality of credit companies are used by a single 
IC card, the IC card 33 for settlement may store a 
customer number set by an IC card management center 

2 5 that manages information concerning this IC card 33. 

Referring to FIG. 3, procedures will be 
described in that settings of SIM card 35 and the IC 
card 33 for settlement or a setting of a main part 
of the mobile phone is changed in response to 

3 0 convenience of the user, a business, or a like. 

In FIG. 3, a process flow among the user of 
the mobile phone , the main part of the mobile phone , 
the SIM card and the IC card for settlement for the 
mobile phone, and a remote control system / an IC 
3 5 card management center of a mobile communication 
entrepreneur will be described. In addition, the 
remote control system of the mobile communication 
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entrepreneur ±s a remote control system that 
remotely controls a switching device of the mobile 
communication entrepreneur and the setting of the 
mobile phone. The IC card management center Is an 
5 IC card management center related to a credit 
company or a plurality of credit companies . As 
shown In FIG. 7, a mobile device setting center 75 
can Include both a remote control system 7 3 of the 
mobile communication entrepreneur and an IC card 

10 management center 71 together. Moreover, the remote 
control system 7 3 may Include a function of the IC 
card management center 71. Furthermore, the IC card 
management center 71 may Include the remote control 
system 73 of the remote communication entrepreneur. 

15 First, the remote control system receives 

an application for changing the settings of the SIM 
card and the IC card for settlement and a setting of 
the main part of the mobile phone from the user, and 
confirms contents of setting change (STl) . When the 

2 0 contents Indicate the setting change of the 

switching device 67, the remote control system 
Instructs the setting change to the switching device 
67 (ST2) . In the switching device 67, the contents 
of the setting change are registered. For exaimple, 

2 5 in a case in which use of a specific telephone 

number is prohibited, based on the Instruction of 
the remote control system 73, the specific telephone 
number is registered so that the specific telephone 
number cannot be used (ST3) . 

3 0 Next, numbers and e-mail address of the 

SIM card, the IC card for settlement, and the main 
part of the mobile phone for which the setting 
change should be conducted are specified (ST4) . If 
an owner of the mobile phone according to the SIM 
3 5 card, the IC card for settlement, and the main part 
of the mioblle phone made a request to change the 
settings thereof, since the owner may apply the 
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settlng change by using the SIM card and the main 
part of the mobile phone, the numbers and the e-mail 
address are easily specified. 

However, if the mobile phone is lost or 
5 stolen and the owner applies the setting change of 
the SIM card, the IC card for settlement, and the 
main part of the mobile phone from another mobile 
phone, it is not easy to specify the numbers and the 
e-mail address of the mobile phone. This case will 

10 be described with reference to FIG. 4 later.. The 
explanation will be continued as assumed that the 
numbers and the e-mail address according to the SIM 
card, the IC card for settlement, and the main part 
of the mobile phone are specified. 

15 Since the e-mail address is specified, the 

remote control system refers to an e-mail format 
database 63 and creates e-mail showing the setting 
change (ST5) . As shown in FIG.6C, the e-mail format 
includes setting change identification and an 

2 0 instruction part (setting change command statement) . 

Referring to FI6.6C, ^^ME" denotes the main 
part of the mobile phone and ^'SIM" denotes the SIM 
card and the IC card for settlement. In FI6.6C, 
when the setting change identification is ^^XXXl", 

2 5 the main part of the mobile phone is set to be 

invalid. When the setting change identification is 
^^XXX2", the SIM card and the IC card for settlement 
are set to be invalid. When the setting change 
identification is ^^XXX3", the main part of the 

3 0 mobile phone, the SIM card and the IC card for 

settlement are set to be invalid. 

Subsequently, the remote control system 
sends the setting change e-mail (ST6) . It is 
determined in the mobile phone, which receives the 
3 5 setting change e-mail, whether or not there is the 
setting change identification in the setting change 
e-mail (ST7) . When there is not setting change 
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Identiifica'blon , i'b Is dei:ennlned as regular e-mail. 
Thus, e-mail is confirmed as usual (ST8) . 

On the o'bher hand, when the e-mail 
includes the setting change identification, the e- 
5 mail is automatically opened (STIO) . Even if the 
mobile phone is busy and the setting change is set 
with priority, this communication , is compulsorily 
disconnected and the e-mail is opened (ST9) . 

E-mail is opened and the setting of the 

10 main part of the mobile phone, the SIM card, and the 
IC card for settlement are changed in accordance 
with the contents of e-mail (for example, the mobile 
phone, the SIM card, and the IC card for settlement 
are set so as not to be used) (STll, ST12) . 

15 With reference to FIG. 4, a case, in which 

the mobile phone mounting the IC card for settlement 
is lost or stolen and a third person makes a payment 
by using the IC card for settlement mounted to the 
mobile phone, will be described. 

2 0 FIG. 4 is a diagram showing a process flow 

among the user of the mobile phone, the main part of 
the mobile phone, the SIM card and the IC card for 
settlement for the mobile phone, and the remote 
control system / the IC card management center of 

2 5 the mobile communication entrepreneur. 

First, the user of the mobile phone 
request of stopping use of the IC card for 
settlement by phone or a like (ST21) . The user 
informs the credit number of the IC card for 

30 settlement (or maybe a customer number set by the IC 
card management center that manages IC card 
information of the IC card in a case in that the IC 
card for settlement is a .multi-functional IC card 
and one of multiple functions allows the user to 

35 utilize credits of a plurality of credit companies) 
and a name of the user. 

The IC card management center refers to a 
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user authenticat:ion database 59 and authorizes the 
user (ST22) . In the user authentication database 59, 
as shown in FI6.6A, a credit number (customer 
number) is stored by corresponding to the name of 
5 the user . 

Subsequently, use state identification of 
an application management information database 61 is 
set as "stop" . In the application management 
information database 61, as shown in FIG.6B, 

10 application management information is stored. 

^^stop" is set to the use state identification of the 
application management number of the credit number 
(customer number) of the user whose the IC card is 
lost or stolen. For example, in FI6.6B, the use 

15 state identification corresponding to ^^XXXXX2" is 
set to ^^stop". 

After setting as described above, when the 
third person who picks up the mobile phone equips 
this mobile phone with a SIM card of the third 

2 0 person and utilizes the IC card for settlement of 
the mobile phone which the third person picked up 
(ST25) , this mobile phone makes a request the IC 
card management center of authenticating using this 
IC card (ST26) . 

2 5 When this request of authenticating using 

this IC card is made, the application management 
number stored in the IC card for settlement mounted 
to the mobile phone (the mobile phone was picked up) , 
the subscriber ID set to the SIM card (the SIM card 

3 0 of the third person) , and the credit number 

(customer number) of the IC card for settlement 
(mounted to the mobile phone that was picked up) are 
sent to the IC card management center. 

The IC card management center refers to 
3 5 the use state identification of the application 
management information database 61 based on the 
application management number and the credit number 
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(customer number) (ST27) . When the use state 
identification of the application management number 
is not set as ^^stop", it is allowed to use the XC 
card (ST29) . On the other hand, when the use state 
5 identification of the application management number 
is set as ^^stop", instead of allowing to use the IC 
card, the subscriber ID is informed to the mobile 
communication entrepreneur (ST30) . The mobile 
communication entrepreneur refers to a mobile phone 

10 management information database 65, and specifies 
the telephone number and the e-mail address of the 
mobile phone from the subscriber ID (ST31) . In 
FX6.6D, an example of the mobile phone management 
information database . 

15 After that, the mobile communication 

entrepreneur conducts the process described above 
with reference to FIG. 4. 

With reference to FIG. 5, an example of the 
IC card management center will be described. The IC 

2 0 card management center can be an IC card management 
center related to a single credit company or related 
to an XC card management center, that manages IC card 
information related to a plurality of credit 
companies, and may tie up with an application 

2 5 providing company and a ticket sales company. 

The IC card management center in FIG. 5 is 
an IC card management center that manages the IC 
card information related to the plurality of credit 
' companies, and is the example of the IC card 

30 management center who ties up with the application 
providing company and the ticket sales company. 

In FIG. 5, the IC card management center 
includes a communication interface part 41, a user 
managing part 43, an application managing part 45, a 

35 card managing part 47, a card issuance type managing 
part 49, and an issuance history managing part 51. 

The cozmnunication interface part 41 is an 
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interf ace for conimunicat:ion with a user 53 , a mobile 
coznmunication entrepreneur 55, companies 57 
including the plurality of credit companies, the 
application providing company, the ticket sales 
5 company, and the like. The user managing part 43 
manages information concerning the user. For 
example, the user managing part 43 manages 
registration of the user, and authorizes the user by 
referring to the user authentication information 

10 database 59. The application managing part 45 
manages the application. For example, the 
application managing part 45 manages a version of 
the application, sets the use sate identification in 
the application management information database 61, 

15 and determines by referring to the application 

management information database 61 whether or not 
the IC card is available to use. The card managing 
part 47 manages information concerning an issuance 
of the IC card and contents of the issuance. The 

2 0 issuance history managing part 51 manages an 
issuance history. for each IC card. 

As described above, according to the 
embodiment of the present invention, in a case in 
which a person from whom the IC card used with the 

25 mobile phone is lost or stolen reports the IC card 

management center that the IC card of the person was 
lost or stolen, in addition to simply preventing 
from making a payment by the IC card, the setting of 
the mobile device is changed so that the IC card 

30 cannot be used. Therefore, a security of the IC 
card increases more. 

Moreover, in a case in which the IC card 
that is lost or stolen is available to make payments 
for a plurality of companies and includes another 

35 function other than settlement, the user simply 

reports the IC card management center that the IC 
card is lost or stolen, so that the IC card is 
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prohlbx'bed from being used. Therefore, a procedure 
for a loss or -bheft of the IC card can be simplified 
Conventionally, the user is required to repot all 
companies relevant to the IC card. However, 
5 according to the embodiment of the present invention 
the user simply reports the mobile device setting 
change center or the IC card management center . 

As described above, according to the 
present invention,, it becomes possible to suppress 

10 damages (damages by unauthorized use of the IC card) 
that may occur in a case in that the mobile device 
is lost, in advance. 

Moreover, since it is possible to specify 
the telephone number and the like of the third 

15 person who tried to illegally utilize the SIM card 
or the IC card, a warning can be conducted and a 
penalty can be imposed to the third person. 

Furthermore, in a case in which a payment 
is made by using the IC card being inserted into a 

20 lost or stolen mobile phone, by inserting the SIM 
card of the third person into the lost or stolen 
mobile phone, it is possible to specify the mobile 
phone that is lost or stolen. 



